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Introduction VERI-S TE

REVEALING ONLINE RISK

Veri-Site enables banks, payment processors and other financial institutions to identify and
tackle online risk, thus protecting them from potential reputational damage and from breaching
applicable financial regulations.

Specifically, we help clients in the following areas:
* Online transaction monitoring;
*From unwittingly transacting with Arogue site

* From engaging in credit card transactions involving online criminal activity.

Veri-Site represents a cost effective and proactive approach to AML and due diligence
to reduce criminal activity in the digital space.
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The Regulatory Landscape and How Veri-Site fits in

Expanded FATF Guidelines

The FATF updated its covered financial crimes (in February 2012), which now
include counterfeiting, sexual exploitation and trafficking in human beings,
narcotics, arms and stolen goods, among others to be particularly Internet-
enabled.

http://www.fatfgafi.org/media/fatf/documents/recommendations/dfs/FATF _Recomm
endations.pdf)

New AneSARs0 FinCEN Regq

AThe new SAR (fisuspici ous -raaladdressany r e
website URL and website IP address fields to show that suspected criminal activity
was being conducted from a specific internet site location. The new reports will
facilitate FINCEN's and law enforcement's ability to make connections between

el ements reported across separate fil
(see https://www.fincen.gov/statutes regs/quidance/html/FIN-2012-G002.html)
(see http://news.cuna.org/articles/109033-compliance-include-ip-addresses-in-
sars-fincen-says).
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Financial institutions face stringent, ever-tightening
regulations with respect to controlling capital flows to criminal
entities. There is increasing focus from regulators to fine and
prosecute financial intermediaries.

World Check (Thompson Reuters), FinArch, FPSGlobal,

Axentis (Wolters Kluwer), and other companies provide

information aqn heightened risk individuals as well as
u 'orba%éﬂt?or%'in the physical domain, covering aspects such
p ogst RYC, IAML! orgarized 'cdme, sanctions, Countering the
Financing of Terrorism (CFT), and Politically Exposed
Persons( PEPR G s)

| NJeti-Site d completieAtd | the adefvices Udffered - By these
organisations by providing vital dataon 6 r o gweeb s i
in the digital domain.

OFAC sanctions compliance

In particular, Veri-Site maps out the interconnections

AFirms that f ac i-dommeee shoulddo theinbgsatgleow their e
customers directlyé [and] meet the st
the non-Internet-based financial community. A company cannot rely on another
firmés compliance program in order t
https://www.treasury.gov/resource
center/fags/Sanctions/Pages/fag_compliance.aspx). August 5, 2016

o

between entities and individuals associated with such

risk. This detailed mapping and vital data can be used to
Magilitatdt & prdattive®appfoa€h which is favoured by
Regulators.
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Marketplaces Social media Mobile apps Independent sites

4 A4 )
I Extreme IchumventloI Encouraging oo
Art fraud lllegal drugs | illegal activities Firearms Tobacco IP infringement
pornography products
Z\ Z\ 7
Y Y )
Child Pharma/
exploitation/ Alcohol Credit repair E-cigarettes Event tickets File sharing Gambling Prescription
pornography drugs

A R o gwelasites traffic in stolen movies, TV shows, music, or even counterfeit prescription medication and other goods.
. while they often look legitimate 7 featuring advertising from reputable companies, accepting major credit cards i

i h e yaally enline havens for theft, enabling criminals to profit from content or intellectual property they had nothing to
do with creating. The potential harm from rogue sites 1 is profound." (Federation Against Copyright Theft;

see http://www.fact-uk.org.uk/).
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Example 1: Online distribution of narcotics VERI-S TE
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Seedsupreme.com

® www.seedsupreme.com/cannabis-seeds/00-auto-feminized-collection-Lhtm| Q
H _ Secure Credit / Debit Cards
/-\esgeme o roemses [ Q@) e Bitcoin Pay (Up To 20% Discount)
HOME ~SEEDBANKS ~CANNABSSEEDS ~FEVNZEDSEEDS ~AUTOFLOWERNGSEDS ~MEDIGNALSEEDS  REGULARSEEDS Check or Cash By Mail (Up To 20% Discount)

= Worldwide Bank Transfer (Up To 20% Discount)

Bank or Wire transfer direct to our account.

Pav Account: SeedSupreme

I Bank Mame: HSBC Bank

Co ea'on #1 ACCOUNt MUMBber 12100057
Sot-Code: 40-35-09

$29 16 IBAN: GB62MIDL40350914108957

Instock  SKU: 00SBAUTO-FEMCOLLECTIONS#14 BIC (SWIFT): MIDLGEZ2108M
WE RECOMMEND

00 Auto Feminized

ur Review

* Required Fields

' e -
| confinue now
6 Seeds v

] 4 BB Payment options
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Example 2: Prescription drugs VERI-S TE
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Thepharmacyone -rx.com

@ hitps;//www.thepharmacyone-rx.com/buy-vigora html w & 0 0} | @ https;/wwwsafecheckout. com/chackout php w| &
HOME = TESTIMONIALS =~ FREQUENTLY ASKED QUESTIONS = CONTACTUS Secure Pay Page
You have just been redirected to this 256bit SSL secure pay page to process your order. The information you provide will be securely submitted to the credit card processing
Toll Free (US): - . system.
+18005324808 [ +17183131498  [F +44203 0110241 & Your cart: § 0.00 itens) Your order
the Pharmacy One
@ Vigora®, 100mg x 20 pills 1 69.95 0]
Erectile Dysfunction
6 . International Unregistered Mail, 14-21 days 10.00 (0.00)
Catagories list . ® Trackable Courier Service, 5-9 days 30.00
Vigora
Alcoholism » (Sildenafil Citrate)

Alzheimer's And Parkinson's k Manufacturer German Remedies

Diseases: Erectile Dysfunction /Impotence / Pulmonary Arterial Hypertension

VIGORA® 100MG 9

= Nevsd
Anti-inflammatories »

Total: 79.95USD

Analgesics »

Package Price Per pill Savings Order Eamail Addlress Billing address Payment info
Antiallergic >
| ggree wah Terms and Conditons Iﬂ ;
— 100mgx12plls  $4795  $4.00 +Add to cart — T Yes, It s my frs time here . sa @2 wiex 053 §
s > i0mgx20plls  $6995  $350  $9.37  +Addtocart &=
* First & Last Name: ¥
Anticonvulsants » 100mgx32plls  $9995 5312 §27.92  +Addto cart \ Pajment method Visa v
GMARAy,
100mgx60pils  $167.95  $280  $7180 +Addtocart %‘- ) * Address: A
Antidepressants > O
100mgx92plls  $22995  $230  $137.67 +Addtocart 1\5? N
: * City: * lesuing Bank
LI > 100mgx120plls $26395  $220  $21555 +Add tocar & =

* ZinPrstal Nada: -

ANPem o AON willn & acn ac &nnn & acn an [ R P
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Example 3: Firearms VERI-S TE—CC;))—

REVEALING ONLINE RISK

Impactguns.com

® www.impactguns.com/core-1 Q% & Impact Guns (Shadow Valley Arms Co, LLC) [US] | https,//www.impactguns.com/checkout.aspx Q¥
[EETa View Cart(1)
! Secure Checkout
'(ﬁ;mcsr About | How To Order Gun Stores FFL FAQ Contact Rebates My Account u 1-800-917-7137 .Ex':iﬂ'&ﬂ:f 2: Order BPayment

Please review your erder and provide payment infermation to complete your purchase.

{ A . Order Information
INTRODUC_ING THE NEW QY TEM PRICE TOTAL
Rm E MM E RICAN PI STOL : . Corel5 M4 Keymod Scout 5.56 16" Barrel 12.5" Mid Length Rail 30RAMag
& ,f‘*v WORRD CLASS PER{SRMANC! <'MADE IN THE USA ER ) ltem# 700220497656
= e Ship By | Ground r SUBTOTAL 479,99
SHIPPING $12.99

o No Hidden Fees - No Credit Card Surcharges - Low Shipping Rates
Home » Firearms » Rifles

Search Impac!

Total  $812.98

Jump to Manu

Core15 M4 Keymod Scout 5.56 16" Barrel 12.5" Mid Length | gl = Payment Information
Rail 30 Rd Ma ! .
9 In Stock Now! Payment Method |CreditCard r
— Ships In 34 Business Days
Price Billing Address Mayank Sshi Shipping Address Mayank Sahi FFL Shipping Address No FFLdealer selected.
= 738 E Dragram 738 EDragram

Tel: 8585579196

Tucson, AZ 85705 ucson, AZ 85705
Add to Cart » us

Email: karang1912@gmail.com
ADD TOWISH LIST: 1§ SHARE T : Edit Address
SEND TOA FRIEND : wp LS Card Number

Edit Address

Expiration Date |~ Month -+

W RENEGADE+
j Cooionre Security Code help

Please enter any comments or special instructions for your order
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Example 4: Online piracy VERI-SITE{C;)}

REVEALING ONLINE RISK

T2torrent.com

£ The Revenant 2015 L Ls 8 https://www.sandbox.paypal.com/cgi-bin/webscricmd=_flowdSESSION=2qPiOroXkndhouWnCgnoRrd0X3gP_N8t039Waxl WQYsGAd-1zwdMc_cD-Zm&disy ¥

I [ cownioan o [sso] i

T _ mohamed45khaled45@gmail.com
Movies [ eual [ Hollywood Movies [ sl oMl

Choose a way fo pay

I
WLWGESEd crazymo »
_ Descriptions Amount Pay with my PayPal account Pa Pal &
Rate Tarrent: E] 0 Comments Log in to your account to complete the purchase y

51000
1 seader(s), 0 leecher(s) = 1 peer(s) total

[tem price: 510
The following user users said thanks to the torrent uploader: (B) Quantity: 1 Create a PayPal account

And pay with your debit or credit card

THE REVENANT

Item total $10.00

T2Torrent@t2torrent.com Learn more about PayPal - the faster, safer way ta pay.
* Total $10.00 USD

U baaly g gaaidll o of lino Juolgi JU Sb dSlisl pae Al 38 S5V Glosal Sio b £ 2319 4l 9l Il yioM) Country | United States v

Card number
Available Subscriptions
Paymenttypes| visA ﬁ E]
. W

1 Month VIP Membership 3 Months VIP Membership 6 Months VIP Membership

e an) s dpgas 91t 3 Ban) A gt 1915 6 Ban) A Agars Expiration date  mm

(g Subscription Length:1 Month(s) (g Subscription Length:3 Month(s) (g Subscription Length:6 Month(s) /
& etz 1000 8 erorts 2000 8 kvt 30,00 csc

L T Lo e Lo HA Whatis his?

# Invites: 7 # Invites: 14 # Ivites: 20 e

# Upload: 100.00 GB # Upload: 250.00 GB # Upload: 500.00 GB

Firstname
¢ Cost: 5 USD . ¢ Cost: 10 USD ¢ Cost: 17 USD Lastname
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What Veri-Site does

VERI-S TE

REVEALING ONLINE RISK

O O 000

Associated sites, entities or individuals:

appended for subscriber access and review.

Rogue Websites

A Domain

A 1P addresses
A Registrant
A Administrator

Related Websites

A Network extensions
A Additional parties

Veri-Site collects critical information on rogue websites, including:

IP addresses, as well as beneficial ownership and payment details;

Associated Entities

A Individuals &
companies

A Known associates

A Physical addresses

Our database presently covers over a million rogue websites and associated entities;
All Veri-Site data entries are auditable and transparent, with underlying content and supporting research

Ultimate Beneficial
Owner(s)

A Entities
A Individuals
A Accounts
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Client-driven risk scoring VERI-S TE

REVEALING ONLINE RISK

Q Ourunique risk scoring system helps our clients assess
identified threats.

The system matches objective data against objective criteria.
The system is fully configurable by the subscriber, to meet
particular client preferences and enterprise requirements.

O O

Objective Risk
Assessment Criteria
(Configurable)

Overlay of Entity Risk Scoring
Profile Against Criteria (Configurable)

Profiled Database
Entity
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I
Air Bagan Limited i Payment methods VERI-S TE—(C;))-

REVEALING ONLINE RISK

HOW TO SEND MONEY m

MONEY TRANSFER

The fustest sy ta send and receive money worlihvide.”

ONLINE PAYMENT

1. Fill out the form provided and show your government-issued photo identification or other supporting documents to the Agent.

. & ECCR Co., Ltd. under Managing Director Mr. Robert Marcel Henri DUBOIS
Please enter Reference number your received by e-mail. Address :
253 Asoke Tower 10th Floor,
I | 253 Sukhumvit Soi 21 (Asoke),
Klongtoey Nua, Wattana,
Bangkok 10110 Thailand

w Tel : +662 6640661-2
Fax : +662 6640663
2. Give the Agent the amount of money that you (the sender) want to send together with the necessary service fees
**In addition to the transfer fee, Western Union also makes money when it changes your money into foreign currency. Subject to applicable taxes (if any).

Cancel

3. You will be required to sign a receipt after you have verified all the details printed on the receipt are correct, One of the details printed on the receipt is your Money Transfer
Control Number (MTCN) (MTCN 10 digits).

4. It's time to contact the intended receiver of your money, Could you please fill form as signed in the "To Send Money" Form and return the attached the form by scan it to us
by e-mail detail as below;

JCB

. 4.1 MTCN 10 Digits
J/Secure

4.2 Sender name (Full Name, Surname) Ex. (Mr. WHITE Mike)

4.3 Country where the maney was sent from. Ex. (United Kingdom)
4.4 Amount (Invoice) amount is (560.00 USD) Full payment

4.5 Receive name (Mr. Robert Marcel Henri DUBOIS) Thailand

Verifiedby ~MasterCard.
VISA  SecureCode

For example - Click here!

Download "To Send Money"” Form

We provide vital information to payment processors, enabling real-time online transaction monitoring and OFAC
and related compliance.

www.verisiteglobal.com




Preventing reputational damage VERI-S TE
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AnJi hadi website with beheadings profited
from Google ad platfor mo

Financial Times, May 17, 2016

Muhammad Jibril Abdul Rahman, accused

of funding the 2009 Jakarta suicide

bombings, had been selling advertising

space on his website O6Arrahmah. comd to
Citigroup, IBM and Microsoft, among other

companies, using a service provided by

Google.

https://www.ft.com/content/b06d18c0-1bfb-

11e6-8fa5-4409416d9c46

VERI-SITE IS A DIGITAL ADVERTISING
ASSURANCE PROVIDER (DAAP).
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